DHCP Server Configuration

Windows Server 2022

A step-by-step guide covering DHCP role installation, post-deployment authorization,
scope creation, and client-side lease verification.

Server Host Name WIN-KKDK503FIRD

Domain cloud.com

Server Static IP 192.168.139.128 / 255.255.255.0
Scope Name CLOUD

Scope Network 192.168.139.0 /24

Address Pool 192.168.139.131 — 192.168.139.230
Excluded Range 192.168.139.135 - 192.168.139.137

Lease Duration 8 Days (default)
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1. Install the DHCP Server Role

Install the DHCP Server role through Server Manager's Add Roles and Features Wizard.

1.1 Open Server Manager and start the wizard

e Server Manager opens to the Dashboard.
* Click 1 Configure this local server, or go to Manage > Add Roles and Features to launch the wizard.

s Server Manager

- @| FA Manage  Tools  View  Help

Server Manager * Dashboard

& Dashboard 'WELCOME TO SERVER MANAGER

i Local Server
& All Servers
- Configure this local server
i§l ADDS
& DNS QUICK START
#§ File and Storage Services > 2 Add roles and features
fo IS N
“_’ 3 Add other servers to manage
&l Remote Access
WHAT'S NEW
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:5 | Servergroups: 1 | Servers total: 1
= — File and Storage »
i§l ADDs 1 & DNS 1 L : 1 I 1
= = ¥ Services ©
@ Manageability @® Manageability @ Manageability @® Manageability
Events Events Events Events
Services Services Services Services
' y 10:07 PM
ﬂ £ Type here to search f ~ R ds 3/11,:2025 O

Figure 1.1 — Open Server Manager and start the wizard



1.2 Before You Begin

» Review the prerequisites (static IP already configured, admin password set, updates installed).

¢ Click Next.

-h Add Roles and Features Wizard

Before you begin

Before You Begin

Installation Type

Server Selection

- O X

DESTINATION SERVER
WIN-KKDK503FIRD.cloud.com

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

< Previous nstall Cancel

Figure 1.2 — Before You Begin




1.3 Select installation type

¢ Choose Role-based or feature-based installation.

e Click Next.
Fe, Add Roles and Features Wizard - O =
. 5 DESTINATION SERVER
Se|ed Insta ||at|on type WIN-KKDKS03FIRD.cloud.com

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Type

Server Selection ® Role-based or feature-based installation
=Y =L
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Next > Install Cancel

Figure 1.3 — Select installation type




1.4 Select destination server

 Select the target server from the server pool (here, WIN-KKDK503FIRD, 192.168.139.128).
 Click Next.

.. Add Roles and Features Wizard — O *
. . DESTINATION SERVER
Select destination server S e e

Select a server or a virtual hard disk on which to install roles and features.

Before You Begin

Installation Type ®) Select a server from the server pool
Server Selection O Select a virtual hard disk
Server Roles Server Pool
Features
Filter:
Name IP Address Operating System

WIN-KKDK503FIRD.clou... 192.168.139.128 Microsoft Windows Server 2022 Datacenter Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

< Previous | | Next > Install Cancel

Figure 1.4 — Select destination server




1.5 Select server roles

* |n the Roles list, check DHCP Server.

E Add Roles and Features Wizard

Select server roles

Before You Begin
Installation Type
Server Selection

Server Roles

Features

Select one or more roles to install on the selected server.

Roles

[] Active Directory Certificate Services

| Active Directory Domain Services (Installed)
[ ] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation

O

+/| DNS Server (Installed)

[] Fax Server

|E| File and Storage Services (2 of 12 installed)
[] Host Guardian Service

[ ] Hyper-v

[] Network Controller

[] Network Policy and Access Services

[] Print and Document Services

[m] Remote Access (2 of 3 installed)

[] Remote Desktop Services

[] Volume Activation Services

|E| Web Server (lIS) (10 of 43 installed)

[] windows Deployment Services

Description

O X

DESTINATION SERVER
WIN-KKDK503FIRD.cloud.com

Dynamic Host Configuration
Protocol (DHCP) Server enables you
to centrally configure, manage, and
provide temporary IP addresses and
related information for client

computers.

< Previous | ‘ Next >

Figure 1.5 — Select server roles
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Cancel



1.6 Add required features
« A prompt appears listing required management tools (Remote Server Administration Tools > DHCP

Server Tools).
« Keep Include management tools (if applicable) checked and click Add Features.

B A D, C LY F—
& Add Roles and Features Wizard - O X

DESTINATION SERVER

Se | ect server ro | es WIN-KKDK503FIRD.cloud.com
Fﬁ Add Roles and Features Wizard * %

Add features that are required for DHCP Server?
tion

;he follobwwﬁg toI(IJI;are rsquwed to manage this feature, but do not ic Host Configuration
ave to be installed on the same server. bl (DHCP) Server enables you
4 Remote Server Administration Tools rally configure, manage, and

e temporary IP addresses and

4 Role Administration Tools ) - -
[Tools] DHCP Server Tools information for client
fters.

Include management tools (if applicable)

‘ Cancel ‘

‘ Add Features

< Previous Next > Install Cancel

Figure 1.6 — Add required features



1.7 Confirm role selection

» DHCP Server now shows checked, with its own wizard page added on the left.
 Click Next.

E., Add Roles and Features Wizard - O *
DESTINATION SERVER
Se | ect server ro ‘ es WIN-KKDKS03FIRD.cloud.com

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

fal ecti ] 1 1
Server Selection [] Active Directory Certificate Services - DypamiclblostConfiouration

+| Active Directory Domain Services (Installed) Protocol (DHCP) Server enables you

] Active Directory Federation Services to centrally configure, manage, and

Features . . . . . . i
[] Active Directory Lightweight Directory Services prowde_temporéry P adc!resses and
DHCP Server [] Active Directory Rights Management Services related information for client
_ [] Device Health Attestation computers.
Confirmation

DHCP Servel

+| DNS Server (Installed)

[] Fax Server

E File and Storage Services (2 of 12 installed)
[] Host Guardian Service

] Hyper-V

"] Network Controller

[] Network Policy and Access Services
[] Print and Document Services

[m] Remote Access (2 of 3 installed)

[] Remote Desktop Services

[] Volume Activation Services

E Web Server (1IS) (10 of 43 installed)
[] Windows Deployment Services

< Previous | ‘ Next > Install Cancel

Figure 1.7 — Confirm role selection



1.8 Select features

« No additional features are required for a basic DHCP install.
* Leave the defaults and click Next.

Fﬂ Add Roles and Features Wizard

Select features

Before You Begin
Installation Type
Server Selection
Servar Roles
DHCP Server

Confirmation

Select one or more features to install on the selected server.

Features

b [] .NET Framework 3.5 Features
a0
I [] Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] BitLocker Netwark Unlock
[] BranchCache
[T Client for NFS
[] Containers
[] Data Center Bridging
[] pirect Play
["] Enhanced Storage
[] Failover Clustering
«' Group Policy Management {Installed)
[] Host Guardian Hyper-V Support
[ 170 Quality of Service
[] 1S Hostable Web Core
[] Internet Printing Client
IP Address Management {IPAM) Server
LPR Port Monitor

/W

- d X

DESTINATION SERVER
WIN-KKDK503FIRD.cloud.com

Description

NET Framework 4.8 provides a
comprehensive and consistent
programming model for quickly and
easily building and running
applications that are built for various
platforms including desktop PCs,
Servers, smart phones and the public
and private cloud.

< Previous ‘ | Next >

Install

Cancel

Figure 1.8 — Select features




1.9 DHCP Server information page

» Read the notes: configure a static IP first, and plan scopes/exclusions in advance.
e Click Next.

Es Add Roles and Features Wizard - O bt
DESTINATION SERVER
DHCP Server WIN-KKDK503FIRD.cloud.com

The Dynamic Host Configuration Protocol allows servers to assign, or lease, IP addresses to computers
and other devices that are enabled as DHCP clients. Deploying a DHCP server on the network provides
Installation Type computers and other TCP/IP-based network devices with valid IP addresses and the additional
configuration parameters these devices need, called DHCP options. This allows computers and devices
to connect to other network resources, such as DNS servers, WINS servers, and routers.

Before You Begin

Server Selection
Server Roles

Features Things to note:

* You should configure at least one static IP address on this computer.

Confirmation * Before you install DHCP Server, you should plan your subnets, scopes and exclusions. Store the plan
in a safe place for later reference.

< Previous | ‘ Next > Install Cancel

Figure 1.9 — DHCP Server information page




1.10 Confirm installation selections

* Review the summary: DHCP Server + Remote Server Administration Tools + DHCP Server Tools.

¢ Click Install.
Es, Add Roles and Features Wizard - O bt
. . . . DESTINATION SERVER
Confirm installation selections e e

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features
DHCP Server DHCP Server

Remote Server Administration Tools

Role Administration Tools
DHCP Server Tools

Export configuration settings
Specify an alternate source path

< Previous Next > Install | | Cancel

Figure 1.10 — Confirm installation selections




1.11 Installation progress

» The wizard installs the DHCP Server role and management tools.
 Click Close once installation succeeds.
« A follow-up natification will indicate that post-deployment configuration is still required.

Fﬁ Add Roles and Features Wizard - O
. DESTINATION SERVER
Installation progress WIN-KKDKSO03FIRD.dloud.com

View installation progress

o Feature installation

Installation started on WIN-KKDK503FIRD.cloud.com

DHCP Server
Remote Server Administration Tools
Role Administration Tools

SRt
(ESUITs

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel

Figure 1.11 — Installation progress



2. Complete DHCP Post-Deployment Configuration

Immediately after role installation, DHCP must be authorized in Active Directory before it can lease addresses
on a domain network.

2.1 Open the post-deployment task

* Click the naotification flag in Server Manager.
« Under Post-deployment Configuration, click Complete DHCP configuration.

- @ | FA Manage

| Post-deployment Configuration

— Configuration required for DHCP Server at WIN-  EEE——
KKDK503FIRD

Complete DHCP configuration

1. Post-deployment Configuration

Configuration required for DirectAccess and VPN
(RAS) at WIN-KKDK503FIRD

Open the Getting Started Wizard

@ resture instaliation

Configuration required. Installation succeeded on
WIN-KKDK503FIRD.cloud.com.

Add Roles and Features

Task Details

Figure 2.1 — Open the post-deployment task



2.2 Description page
» The wizard explains it will create two security groups — DHCP Administrators and DHCP Users — and
authorize the DHCP server in AD DS.

* (Server's static configuration was verified beforehand with ipconfig /all: IP 192.168.139.128 /
255.255.255.0, gateway 192.168.139.2.)

e Click Next.

.. DHCP Post-Install configuration wizard - o x o

Description

The following steps will be performed to complete the configuration of the DHCP Server on the

target computer:

WIN-KKDK5@3FIRD

Create the following security groups for delegation of DHCP Server Administration.
- DHCP Administrators
- DHCP Users

Authorize DHCP server on target computer (if domain joined).

...... .t Intel( t Network Connec

IAID . . . . . s a
Client DUID. . . . : 00-01-00-01 29-BC-0B-54

Administrator>
@ Manageability @ Manageability

Events Events

Next > o Cancel

Services Services Services Services

Figure 2.2 — Description page



2.3 Authorization
» Select Use the following user's credentials (defaults to the logged-on domain admin,
CLOUD\Administrator).
* Click Commit.

-E DHCP Post-Install configuration wizard - ]

Authorization

Description Specify the credentials to be used to authorize this DHCP server in AD DS.

Authorization

®) Use the following user's credentials

User Name: | CLOUD\Administrator

(0 Use alternate credentials

UserMame:

() Skip AD authorization

Next > Commit || Cancel

Figure 2.3 — Authorization



2.4 Summary

» Both steps report Done: security groups created and the DHCP server authorized.
» Restart the DHCP Server service afterward so the new security groups take effect.

* Click Close.

Fﬁ DHCP Post-Install configuration wizard

Summary

The status of the post install configuration steps are indicated below:

e . .
>ummary Creating security groups RSOSSN b lo1) 1=

Please restart the DHCP server service on the target computer for the security groups to be
effective.

Authorizing DHCP server . Done

< Previous Next > Close Cancel

Figure 2.4 — Summary



3. Create a New DHCP Scope

A scope defines the range of addresses this server can lease to clients. Open the DHCP console
(dhcpmgmt.msc) and create it under IPv4.

3.1 Open the DHCP console

* In the tree, expand the server > IPv4.

« The details pane prompts: "A scope is a range of IP addresses... To add a new scope, on the Action
menu, click New Scope."

 Right-click IPv4 > New Scope (or use the Action menu).

% DHCP

File Action View Help

o nE EQ BHE B

@ pHee _ Actions
« & win-kkdkso3fi ‘@ Add a Scope —
v b IPv4
.4 Server| Mare Actions
7 Policies A scope is a range of IP addresses assigned to computers requesting a dynamic IP address. You must
: Eilt ‘|| create and configure a scope before dynamic IP addresses can be assigned.
| Filters
B IPv6 To add a new scope, on the Action menu, click New Scope.
For more information about setting up a DHCP server, see online Help.
< >

Figure 3.1 — Open the DHCP console



3.2 New Scope Wizard — Welcome

* Click Next to begin.

MNew Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IP
addresses to computers on your network.

To continue, click Next.

Next > | Cancel

Figure 3.2 — New Scope Wizard — Welcome



3.3 Scope name

« Enter a Name to identify the scope — used CLOUD.
» Description is optional.
* Click Next.

New Scope Wizard

Scope Name
You have to provide an identifying scope name. You also have the option of providing

a descrption.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

e |CLOUD

cous come

Figure 3.3 — Scope name



3.4 IP address range

e Start IP address: 192.168.139.131
* End IP address: 192.168.139.230
e Length: 24 / Subnet mask: 255.255.255.0

e Click Next.
MNew Scope Wizard

IP Address Range
‘You define the scope address range by identifying a set of consecutive |P addresses.

Configuration settings for DHCP Server

Enter the range of addresses that the scope distributes.

Start IP address: | [EA . 168 . 139 . 134

End IP address: | 192 . 168 . 139 . 230

— Configuration settings that propagate to DHCP Client

Length: 24 =

Subnet mask: |255.255_255_ 0

N

<o

Figure 3.4 — IP address range

Cancel




3.5 Add exclusions and delay
» Exclude a sub-range that must not be handed out (e.g. reserved for static devices): 192.168.139.135 to
192.168.139.137, then click Add.
e Leave Subnet delay at 0 ms.
* Click Next.

MNew Scope Wizard

Add Exclusions and Delay ~
Exclusions are addresses or a range of addresses that are not distributed by the server.
A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the |P address range that you want to exclude. If you want to exclude a single |
address, type an address in Start IP address only.

Start IP address: End IP address:

Excluded address range:

192.168.139.135 to 192.168.139.137 Remove |

Subnet delay in milli second:

L

<o cr

Figure 3.5 — Add exclusions and delay



3.6 Lease duration

» Set how long a client may keep a leased address — left at the default of 8 days.
e Click Next.

New Scope Wizard

Lease Duration
The lease duration specifies how long a client can use an |P address from this scope.

Lease durations should typically be equal to the average time the computer is connected
to the same physical network. For mobile networks that consist mainly of portable
computers or dial-up dlients, shorter lease durations can be useful.

Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropnate.

Set the duration for scope leases when distnbuted by this server.
Limited to:

Days: Hours: Minutes:

= [ [+

cons coe

Figure 3.6 — Lease duration



3.7 Configure DHCP options

» Select Yes, | want to configure these options now to set gateway/DNS in the same wizard.
e Click Next.

MNew Scope Wizard

Configure DHCP Options
You have to configure the most common DHCP options before clients can use the

scope.

When clients obtain an address, they are given DHCP options such as the |P addresses
of routers (default gateways), DNS servers, and WINS settings for that scope.

The settings you select here are for this scope and ovemide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?
® Yes, | want to configure these options now

" No, | will configure these options later

<o e

Figure 3.7 — Configure DHCP options



3.8 Router (default gateway)
« Enter the router/gateway IP address and click Add.
« Confirm it appears in the list below, then click Next.

MNew Scope Wizard

Router (Default Gateway)
You can specify the routers, or default gateways, to be distributed by this scope.

To add an IP address for a router used by clients, enter the address below,

IP address:

139.157.139.2

It

< Back Next >

Figure 3.8 — Router (default gateway)

N

Cancel




3.9 Domain name and DNS servers
e Parent domain: cloud.com
* DNS servers (IP address list): 192.168.139.128 and 8.8.8.8
* Click Next.

New Scope Wizard

Domain Name and DNS Servers ~
The Domain Name System (DNS) maps and translates domain names used by clients
on your network.

You can specify the parent domain you want the client computers on your network to use for
DNS name resolution.

Parent domain: OUd.COm

To configure scope clients to use DNS servers on your network, enter the |P addresses for those
servers.

Server name: IP address:

| I

Resolve 192.168.139.128
8888

cona e
(H |

Figure 3.9 — Domain name and DNS servers




3.10 WINS servers
* Not used in this environment — left blank.

¢ Click Next.

MNew Scope Wizard

WINS Servers ~
Computers running Windows can use WINS servers to convert NetBIOS computer
names to |IP addresses.

Entering server IP addresses here enables Windows clients to query WINS before they use
broadcasts to register and resolve NetBIOS names.

Senver name: IP address:

| S 4dd |
Resclve |

To change this behavior for Windows DHCP dlients modify option 046, WINS/NET Node
Type, in Scope Options.

cona e

Figure 3.10 — WINS servers



3.11 Activate scope

» Select Yes, | want to activate this scope now so clients can start leasing addresses immediately.
 Click Next.

New Scope Wizard

Activate Scope
Clients can obtain address leases only if a scope is activated.

Do you want to activate this scope now?
@ Yes, | want to activate this scope now

" No, | will activate this scope later

Figure 3.11 — Activate scope



3.12 Complete the wizard

» The wizard confirms the scope was created successfully.
» (Optional: right-click the scope > Configure Failover for high availability.)
* Click Finish.

MNew Scope Wizard

Completing the New Scope
Wizard

You have successfully completed the New Scope wizard.

To provide high availability for this scope, configure failover for
the newly added scope by nght clicking on the scope and
dlicking on configure failover.

To close this wizard, click Finish.

< Back Finish Cancel

Figure 3.12 — Complete the wizard




4. Verify the Scope Is Active

4.1 Check scope status in the DHCP console

* Select IPv4 in the tree.
e Confirm Scope [192.168.139.0] CLOUD shows status ** Active ** in the details pane.

% DHCP
File Action View Help

e 1@ XE L= HE ¢

< DHCP Contents of DHCP Server Status Description Actions
- B "'%""‘*dkwaf‘ Scope [192.168.139.0] CLOUD
v B ipva = »

g Scope| __3 Server Options More Actions
_é < Pe | 1 Policies

-3 Server || .

:—_.a || ¥ Filters Scope [192.168.139.0] CLOUD
<. Policies

¥ Filters More Actions

® V6
< > < >

Figure 4.1 — Check scope status in the DHCP console



5. Verify Client-Side IP Lease

Confirm from a client machine on the same network that it receives an address from the new scope.
5.1 Set the client NIC to obtain an IP automatically

e Open Network Connections > Properties > Internet Protocol Version 4 (TCP/IPv4).

* Ensure Obtain an IP address automatically and Obtain DNS server address automatically are both
selected.

4 & 5 ControlPanel > Metwork and Internet » Network Connections

v O Search Network Connections o
QOrganize * Disable this network device Diagnose this connection Rename this connection

Wiew status of this co
B Ch\Windows\system32\cmd.exe

General  Alternate Configuration

You can get IP settings assigned automatically if your network supparts

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtain an [P address automatically
() Use the following IP address:

(@) Obtain DNS server address automatically
()Use the following DNS server addresses:

L. 1
]

Validate settings upon exit

Advanced...
- o =
across diverse interconnected networks

Cancel
tem

0K Cancel
Titem  1itemn selected

Figure 5.1 — Set the client NIC to obtain an IP automatically



5.2 Confirm the lease with ipconfig /all

* On the client (host name Client1), run ipconfig /all.

e IPv4 address 192.168.139.131 was leased — the first available address in the pool after the excluded
range — from DHCP server 192.168.139.128, with Lease Obtained / Lease Expires timestamps confirming
an active 8-day lease.

dindows IP Configuration

bit Metwork Connection

Figure 5.2 — Confirm the lease with ipconfig /all



5.3 Cross-check via Network Connection Details

* Open Network Connections > Status > Details for a GUI view of the same lease information: assigned
IPv4 address, subnet mask, default gateway, DHCP server, DNS server, and lease obtained/expiry times.

» Matching values confirm the DHCP scope is issuing addresses correctly.

.ﬁi' Network Connections - . )
A & » Control Panel > Metworkand Internet > Metwork Connections v | &| | Search Network Connections @

Organize = Disable this network device Diagnose this connection Rename this connection View status of this connection Change settings of this connection I: - | o
]

g" Ethernet) Network Connection Details X
Network
W Intel(R) 825741 Gigabit Network C... Network Connection Details:
Property Walue
Connection-specific DN localdomain
Description Intel{iR) 82574L Gigabit Network Connect,
Physical Address 00-0C-29-F3-BF-23
DHCP Enabled Yes
IPv4 Subnet Mask 255.255.255.0
Lease Obtained Tuesday, August 11, 2026 10:48:44 PM
Lease Expires Tuesday, August 11, 2026 11:20:32 PM
IPv4 Default Gateway 192.168.139.2
IPv4 DHCF Server 192.168.135.254
IPv4 DNS Server 152.168.139.2
IPv4 WINS Server 192.168.139.2

NetBIOS over Tepip En...  Yes
Link-ocal IPv6 Address feB80:b020:ab58:4684: 1473

|Pv& Default Gateway
IPv6 DNS Server
< >
Titem  1item selected ==

Figure 5.3 — Cross-check via Network Connection Details

End of guide — DHCP Server role installed, authorized, scope "CLOUD" created and active, and client lease verified.



